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Global Standard Ethical Trade and Responsible Sourcing, Issue 2.1
ET211a:  Site Self-Assessment Questionnaire
__________________________________________________________________________________________



Welcome to the BRCGS Site Self-Assessment Questionnaire.
We hope that you will find this useful when preparing your site for an audit against the BRCGS Global Standard Ethical Trade and Responsible Sourcing – Issue 2.1.  
How to use the Site Self-Assessment Questionnaire
This tool is designed to help you assess your operation against the requirements of the Standard and help prepare you for your certification audit.
The checklist covers part of the requirements of the Standard and may be used to check your site’s compliance with each of these requirements.  The checklist also allows you to add comments or identify areas of improvement in the empty boxes provided at the end of each section.
While we hope that this tool is useful in helping you prepare for your audit it should not be considered as evidence of an internal audit and will not be accepted by auditors during an audit.
Training
The BRCGS Academy has courses available to improve the understanding of the requirements for the BRCGS Global Standard Ethical Trade Responsible Sourcing – Issue 2.1 and may be useful for the person using the questionnaire.  For further information on the courses available please visit our website.
Further Information
If you have any further questions about the questionnaire or the BRCGS Global Standard Ethical Trade Responsible Sourcing, please do not hesitate to contact the BRCGS team.
Email – brcgs.enquiries@lgcgroup.com

Change log: 
	Version no.
	Date
	Description

	2
	11/07/2023
	Updated for Issue 2.1 of the Standard.

	3
	29/11/2023
	Updated with missing clauses

	
	
	



	









1   Senior management commitment
	1.1	Senior management commitment and continual improvement 

	


	The site’s senior management shall demonstrate they are fully committed to the implementation of the requirements of the Global Standard Ethical Trade and Responsible Sourcing and to policies, processes and procedures which facilitate continual improvement of ethical trade and responsible sourcing good practice. 


	Clause
	Requirements
	Conforms
	Comments

	1.1.1 
	There shall be written policies that are signed off by senior management, showing the site’s commitment to:
no recruitment or employment of child labour and the protection of the rights of young workers.
recognising, respecting, and upholding the workers’ right to freely associate and bargain collectively.
no discrimination within its operation including the unjust, unfair or prejudicial treatment of any worker.
ensuring the health, safety and welfare of its workers.
respecting, protecting and avoiding the infringement of the human rights of others, including no forced or bonded or human trafficking.
ethical conduct and integrity within its operations, including zero-tolerance of bribery, corruption and fraud. 
information security and data protection.

All written policies shall form the basis of the site’s ethical trade and responsible sourcing management system, referring to its intention to meet its obligation to comply with local, national and international laws, all relevant regulation, the principles of responsible sourcing, the protection of basic human rights, its responsibility to its workers and in support of customer codes and requirements.
	
	

	1.1.2
	
	The site shall ensure that it has processes and procedures that enable it to implement and adhere to the requirements of its ethical trade and responsible sourcing management system.
	
	

	1.1.3
	The site’s ethical trade and responsible sourcing management system shall have clear objectives that are defined by senior management and related to the delivery of the commitments outlined in the written policies, to maintain and improve labour standards, human rights, health and safety, corporate governance and reputation, in accordance with this Standard.
	
	

	1.1.4
	
	The site’s senior management shall have a system to monitor changes in legislation and industry codes of practice to ensure that new legal or regulatory requirements are reflected in the policies, processes and procedures relating to its ethical trade and responsible sourcing management system.
	
	

	1.1.5
	
	The site shall have an original hard copy or electronic version of the current Standard available and be aware of any changes to the Standard or audit protocol that are published on the BRCGS website.
	
	

	1.1.6
	
	The site shall identify its key stakeholders and ensure that it communicates its ethical trade and responsible sourcing policy requirements to them.
	
	

	1.1.7
	
	The site shall ensure that all key personnel (including management and worker representatives) shall participate in the opening and closing meetings of the audit against the Standard.
	
	


	1.2	Allocation of adequate resource 

	


	The site’s senior management shall provide adequate (capacity) and appropriate (capability) resource to enable the fulfilment of its ethical trade and responsible sourcing management system objectives.


	Clause
	Requirements
	Conforms
	Comments

	1.2.1
	
	The site’s senior management shall provide the human and financial resources required to operate safely and in compliance with the requirements of this Standard
	
	

	1.2.2
	The site’s senior management shall appoint a senior manager to have overall responsibility for compliance with the Standard and its ethical trade and responsible sourcing management system objectives. The appointment shall be in writing and reflected in the individual’s job description.
	
	

	1.2.3
	
	The site’s senior management shall ensure that the appointed senior manager has the necessary knowledge and understanding of the requirements of the Standard and the site’s ethical trade and responsible sourcing management system objectives to effectively fulfil their responsibilities.
	
	

	1.2.4
	
	Senior management shall ensure that all staff receive training applicable to their roles and responsibilities, to support compliance with the Standard, and understand the requirements of the policies, processes, procedures and objectives of the ethical trade and responsible sourcing management system and how it protects their rights.
	
	


	1.3	Management review and performance monitoring  

	


	The site’s senior management shall provide adequate (capacity) and appropriate (capability) resource to enable the fulfilment of its ethical trade and responsible sourcing management system objectives.


	Clause
	Requirements
	Conforms
	Comments

	1.3.1
	The site’s senior management shall put in place a process that requires them to hold regular management review meetings (annually as a minimum), to assess the performance of the ethical trade and responsible sourcing management system (as required in clause 1.1.2) and its compliance with the Standard.
	
	

	1.3.2
	The site’s senior management shall ensure that the management review process includes the evaluation of its performance against its objectives, targets, key performance indicators, corrective and preventative actions or improvement plans and the effectiveness of the ethical trade and responsible sourcing management system.
	
	

	1.3.3
	The site’s senior management shall ensure that records of the meeting are documented and used to revise the objectives, targets, key performance indicators and any corrective or preventative action or improvement plans.
	
	

	1.3.4
	
	The site’s senior management shall effectively communicate decisions and actions agreed during the management review process to all levels of staff, with responsibilities allocated and actions implemented within agreed timescales.
	
	



	1.4	Worker engagement

	


	The site’s senior management shall ensure that workers are advised of their rights and responsibilities in the workplace, so they can engage with and support the principles of ethical trade and responsible sourcing (including customer codes and requirements), ensuring they are implemented and upheld.


	Clause
	Requirements
	Conforms
	Comments

	1.4.1
	
	The site shall have a confidential reporting system that encourages staff to report concerns about unethical business practices without fear of reprisal, which is communicated to management and workers.
	
	

	1.4.2
	
	The site shall have a written grievance procedure and confidential reporting system to govern the investigation and resolution of grievances. The mechanisms shall be communicated to management and workers and all outcomes shall be reported back to individuals that raise grievances.
	
	



	1.5	Grievance mechanisms 

	1.5.1 Internal grievance mechanism

	


	The site’s senior management shall ensure that workers have access to confidential grievance mechanisms to raise concerns about management practices, labour standards, human rights and health and safety issues.


	Clause
	Requirements
	Conforms
	Comments

	1.5.1.1
	
	The site shall have a confidential reporting system that encourages staff to report concerns about unethical business practices without fear of reprisal, which is communicated to management and workers.
	
	

	1.5.1.2
	The site shall have a written grievance procedure and confidential reporting system to govern the investigation and resolution of grievances. The mechanisms shall be communicated to management and workers and all outcomes shall be reported back to individuals that raise grievances.
	
	

	1.5.1.3
	
	In cases where grievances have been raised, the grievance procedure shall ensure that senior management, while respecting confidentiality and anonymity, act on and seek mutually agreed solutions to such grievances within an agreed timeframe. All actions shall be documented.
	
	

	1.5.1.4
	
	The site’s senior management shall ensure that there are measures in place to safeguard workers who raise internal grievances from victimisation and/or retaliation.
	
	

	1.5.1.5
	
	The site’s senior management shall test the confidential reporting system annually to ensure that staff are aware of it and are confident to use it to raise concerns about unethical business practice. The results of the test shall be documented.
	
	



	1.5.2 External complaints


	1.5.2.1
	The site shall have a written procedure to manage external complaints, ensuring they are fully investigated and remediating actions recorded.
	
	

	1.5.2.2.
	
	The site shall implement recommendations arising from investigations, ensuring that remediating actions are recorded, that they are appropriate to the seriousness and frequency of the complaint, and completed by trained staff within agreed timescales.
	
	

	1.5.2.3
	
	The site shall communicate the outcome of an investigation into an external complaint and any remediating actions to the relevant staff and affected stakeholders, including the external complainant.
	
	

	1.5.2.4
	
	The site’s senior management shall analyse external complaint data for trends, and where an increase of a complaint is identified, root cause analysis shall define the remediating actions and ongoing improvements to avoid recurrence. The outcomes and actions shall be made available to relevant staff.
	
	

















2   Ethical trade and responsible sourcing management system
	2.2 Documentation control

	

	


	The site shall operate a document control system to ensure that only the correct versions of documents, including recording forms, are available and in use.


	Clause
	Requirements
	Conforms
	Comments

	2.2.1
	The site shall have a procedure to manage and control all documents which form part of the ethical trade and responsible sourcing management system, including:
a list of all controlled documents indicating the latest version number
the method used for the identification and authorisation of controlled documents.
a record of the reason for any changes or amendments to documents
the system for the replacement of existing documents when they are updated. Where documents are stored in electronic form they shall also be:
· stored securely (with authorised access, control of amendments or password protected)
· backed up to prevent loss.
	
	

	2.3 Record completion and maintenance

	

	The site shall maintain paper and/or electronic records to demonstrate the implementation and control of activities related to ensuring that its ethical trade and responsible sourcing policies, working practices and procedures are adhered to.

	Clause
	Requirements
	Conforms
	Comments

	2.3.1
	
	The site shall ensure that records (either paper or electronic) are legible, maintained in good condition, accessible and retrievable. Any alterations to records shall be authorized and justification for alteration shall be recorded.
	
	

	2.3.2
	
	The site shall retain paper and/or electronic records for a minimum of 5 years and in line with legal and customer requirements.
	
	


	2.4 Internal audits

	


	The site shall be able to demonstrate that it verifies the application of the ethical trade and responsible sourcing management system and its compliance with the requirements of the Standard.


	Clause
	Requirements
	Conforms
	Comments

	2.4.1
	The site shall instigate an internal audit programme that assesses the effectiveness of the ethical trade and responsible sourcing management system and procedures implemented to achieve compliance with the Standard. This shall include a review of all identified risks and previous audit performance.
	
	

	2.4.2
	The site shall ensure that the internal audit programme checks all aspects of the ethical trade and responsible sourcing management system once a year.
	
	

	2.4.3
	The site shall ensure that internal audits are carried out by appropriately trained, independent, competent internal auditors.
	
	

	2.4.4
	The site shall ensure that internal audit reports identify compliance as well as noncompliance and are communicated to the responsible manager, who shall then inform the personnel involved with the audited activity. Corrective actions and timescales for their implementation shall be agreed and completion of the actions verified.
	
	

	2.4.5
	
	In addition to the programme of internal audits, the site shall carry out other documented reviews to ensure that all documentation continues to conform with the requirements of the Standard and legal requirements. The frequency of internal audits shall be determined by risk assessment or at least every 12 months
	
	


	2.5 Corrective and preventive actions

	


	The site shall demonstrate that it uses the information from all identified non-conformities in the ethical trade and responsible sourcing management system to conduct root cause analysis and make the necessary corrective actions to prevent recurrence.


	Clause
	Requirements
	Conforms
	Comments

	2.5.1
	The site shall have a procedure to investigate and record corrective and preventative actions to resolve non-conformities, including:
the clear documentation of the non-conformity
assessment of consequences by a suitably competent and authorised person
the action to address the immediate issue
an appropriate timescale for correction
the person responsible for correction
verification that the correction has been implemented and is effective.
	
	

	2.5.2
	The site shall have a procedure for the completion of root cause analysis. As a minimum, root cause analysis shall be used to implement ongoing improvements and to prevent recurrence of non-conformities when:
analysis of non-conformities for trends shows there has been a significant increase in a type of non-conformity
a non-conformity relates to labour standards, human rights, health and/or safety, corporate governance or reputation.
	
	

	2.5.3
	
	Where cases of forced, bonded or child labour or human trafficking are discovered within the site’s operations, the site’s senior management shall ensure that adequate and documented measures are taken to safeguard the vulnerable individuals affected and remediate the situation.
	
	


	2.6 Management of ethical trade and responsible sourcing incidents

	


	The site shall have a plan and system to manage ethical trade and responsible sourcing incidents and crises effectively.


	Clause
	Requirements
	Conforms
	Comments

	2.6.1
	
	The site shall have a documented ethical trade and responsible sourcing crisis management procedure and contingency plan that can be actioned at any time, allowing them to report incidents to the relevant authorities where required by national legislation and manage situations that may have a negative impact on the people affected, as well as the site’s brand or reputation.
	
	

	2.6.2
	
	Where it is deemed that a negative impact has occurred to brand or reputation, the site shall inform its certification body, ensuring that the affected individuals, their identities and their right to confidentiality are safeguarded.
	
	

	2.6.3
	
	The site shall test the procedure and contingency plan annually, ensuring that the results are recorded and the management system updated if required.
	
	



	2.7 Relationship with local community

	


	The site shall have a plan and system to manage ethical trade and responsible sourcing incidents and crises effectively.


	Clause
	Requirements
	Conforms
	Comments

	2.7.1
	
	The site shall have a community engagement strategy that fosters positive relationships with the local community, helping it to identify and respond to concerns about its operations.
	
	



	2.8 Outsourced processes

	


	The site shall ensure that where an aspect of a manufacturing process is outsourced to another company and/or undertaken at another site (including home workers), it shall not compromise its legal compliance, labour standards, health and safety or the basic human rights of the workers involved.


	Clause
	Requirements
	Conforms
	Comments

	2.8.1
	The site shall have a supplier approval process for all suppliers used for outsourcing that it uses, which shall be completed before work is undertaken.
	
	

	2.8.2
	
	The site shall ensure that it enters into formal delivery contracts with all suppliers used for outsourcing. These contracts shall clearly define the business arrangements and explain the requirements of the site’s ethical trade and responsible sourcing policies.
	
	

	2.8.3
	
	As a part of the supplier approval process, the site shall monitor approved suppliers used for outsourcing to ensure that they maintain legal compliance and ongoing compliance with the requirements of the site’s ethical trade and responsible sourcing policies
	
	












3   Labour standards
	3.1	Regular employment 

	3.1.1 Recruitment

	


	The site shall have a full understanding of its entire recruitment process, including its legal and/or ethical responsibilities. Where labour recruiters, employment agencies or other intermediaries are used, the site shall ensure these entities maintain compliance with the requirements of national legislation applicable to the country of operation, and its ethical trade and responsible sourcing policy requirements, whichever provides the worker with the greatest protection.


	Clause
	Requirements
	Conforms
	Comments

	3.1.1.1
	The site shall have a fair and consistent recruitment procedure for the hiring of workers whom it recruits and directly employs.
	
	

	3.1.1.2
	The site shall have a supplier approval process for all labour recruiters, employment agencies and other intermediaries that it uses to source workers whom it does not directly recruit and/or employ.
	
	

	3.1.1.3
	
	As a part of the supplier approval process, the site shall monitor approved labour recruiters, employment agencies and other intermediaries to ensure that they maintain legal compliance in their country of operation (including operating licences or certifications where applicable) as well as ongoing compliance with the site’s national legislation and ethical trade and responsible sourcing policy requirements.
	
	

	3.1.1.4
	
	The site shall have a list of approved labour recruiters, employment agencies and other intermediaries that it uses.
	
	

	3.1.1.5
	
	The site shall ensure that approved labour recruiters, employment agencies or other intermediaries do not subcontract to third parties without the prior and written consent of the site.
	
	

	3.4 	Freedom of association and the right to collective bargaining

	
	The site shall recognise, respect and uphold the workers’ right to freely associate and bargain collectively and shall not interfere with or discriminate against workers or their representatives.

	Clause
	Requirements
	Conforms
	Comments

	3.4.7
	
	Management shall meet regularly to consult with the trade union or worker representative(s) on issues related to collective bargaining and grievance.
	
	


	3.5 Child labour

	


	The site shall have a full understanding of its entire recruitment process, including its legal and/or ethical responsibilities. Where labour recruiters, employment agencies or other intermediaries are used, the site shall ensure these entities maintain compliance with the requirements of national legislation applicable to the country of operation, and its ethical trade and responsible sourcing policy requirements, whichever provides the worker with the greatest protection.


	Clause
	Requirements
	Conforms
	Comments

	3.5.2
	Where labour providers, employment agencies, other intermediaries or subcontractors are used, the site shall ensure that its own child labour policy extends to the personnel employed by these third parties.
	
	

	3.5.3
	
	The site shall have a robust system to help determine the age and suitability of applicants applying to work for the site and shall inform the applicant if employment is declined because an applicant is below the minimum age for work or the basic minimum age of 15.
	
	


	3.11 Fair discipline

	


	The site shall ensure that discipline is applied fairly and consistently and that there is no physical or verbal abuse (or any threat thereof) and that all forms of intimidation are prohibited.


	Clause
	Requirements
	Conforms
	Comments

	3.11.1
	The site shall establish a documented disciplinary procedure that provides a fair hearing if disciplinary action is taken against a worker and explains the steps that shall be followed.
	
	

	3.11.4
	
	The site shall maintain accurate and up-to-date records of all disciplinary processes and of any hearings, findings and disciplinary actions that have been taken.
	
	










4   Health and safety
	4.1   A health and safe working environment

	


	The site shall ensure that a healthy and safe workplace is provided and shall take adequate steps to prevent accidents, injuries and to avoid conditions that might lead to work-related illnesses arising out of, associated with or occurring during work by minimising, as far as is reasonably practicable, hazards in the working environment.


	Clause
	Requirements
	Conforms
	Comments

	4.1.1
	
	The site shall regularly monitor its performance regarding health, safety and welfare in the workplace and shall establish documented objectives that are appropriate and specific to the occupational health and safety management system.
	
	



	4.2 Health and Safety risk assessment

	


	The site shall undertake risk assessments to identify hazards and understand risks in the working environment. The risk assessments shall be completed by appropriately qualified and competent personnel and reviewed regularly. The results shall be documented and communicated to management and workers.


	Clause
	Requirements
	Conforms
	Comments

	4.2.1
	
	The site shall ensure that assessments to identify hazards and understand risks in the working environment are conducted by appropriately qualified and competent personnel, including health and safety worker representatives when it is a legal requirement.
	
	

	4.2.2
	The site shall undertake risk assessments to identify potential hazards and risks in its operation and shall establish systems to detect, minimise, avoid or mitigate potential threats to the health, safety and welfare of all workers.
	
	

	4.2.3
	
	The site shall use the risk assessments to develop an action plan applicable to all workers, demonstrating that it has put in place effective measures to protect workers and prevent accidents, injuries and work-related illnesses in the workplace.
	
	

	4.3 	Effective management of risk

	
	The site shall operate an effective risk management system assigning overall responsibility for health and safety to a member of senior management. In addition, the site shall make available the financial, human and other resources necessary to maintain an effective system.

	Clause
	Requirements
	Conforms
	Comments

	4.3.1
	
	The site shall formally appoint a senior management representative responsible for the overall health and safety of workers. They shall be accountable for the implementation and management of health and safety measures required by the Standard.
	
	


	4.4 	Worker training

	


	The site shall ensure that workers receive periodic and documented health and safety training and supporting information. Such training shall be repeated regularly for existing workers, as well as delivered to new or reassigned workers. In all cases, workers shall be paid to attend training during regular working hours and at no cost to them.


	Clause
	Requirements
	Conforms
	Comments

	4.4.1
	
	The site shall deliver a basic health and safety induction to workers when they start work or are reassigned, covering all the significant risks identified in the risk assessments. The training shall be documented.
	
	

	4.4.2
	
	The site shall repeat the delivery of health and safety training to existing workers regularly, either to refresh their understanding of how health and safety relates to their jobs, or when there are changes, safety incidents or accidents. The training shall be documented.
	
	

	4.4.3
	
	The site shall make information about health and safety issues available to workers in suitable formats that promote understanding.
	
	

	4.4.4
	
	The site shall ensure that the appointed health and safety representatives shall receive training that explains their legal duties and how to perform them.
	
	


	4.7 Control of substances hazardous to health

	


	The site shall ensure that workers who handle substances that are hazardous to health have access to procedures and information designed to protect their health, safety and well-being, in line with legal requirements or industry best practice.


	Clause
	Requirements
	Conforms
	Comments

	4.7.1
	The site shall have health and safety procedures (informed by the risk assessments) that explain how chemicals, hazardous substances and materials should be handled, stored and disposed of, to ensure that workers’ exposure to risk is minimised and to meet legal requirements.
	
	

	4.7.2
	
	The site shall have periodic and documented health and safety training for workers who handle chemicals and hazardous substances and materials to ensure that their exposure to risk is minimised.
	
	

	4.7.4
	
	The site shall ensure that a documented inventory is kept of all substances and materials hazardous to health that are stored and used on site. This shall be regularly updated in line with legal requirements.
	
	


	4.8 Accident and emergency preparedness

	


	The site shall ensure that there are appropriate procedures as well as all necessary equipment and facilities to deal with accidents and emergencies in the workplace and in worker welfare facilities including accommodation.


	Clause
	Requirements
	Conforms
	Comments

	4.8.1
	
	The site shall have a documented accident and emergency procedure, which is displayed in relevant areas of the workplace and worker welfare facilities (including accommodation) and is readily accessible to workers, together with the contact details for the relevant personnel.
	
	

	4.8.3
	
	The site shall ensure that all accidents, near-misses and emergencies that occur on site (including in worker welfare facilities, and in accommodation if provided) are recorded and that in all cases a written incident report is completed and the cause investigated and corrected.
	
	

















5   Respect for human rights
	5.1 UN guiding principles on business and human rights

	


	The site shall ensure that workers who handle substances that are hazardous to health have access to procedures and information designed to protect their health, safety and well-being, in line with legal requirements or industry best practice.


	Clause
	Requirements
	Conforms
	Comments

	5.1.1
	The site shall appoint a senior management representative to be responsible for overseeing human rights issues in all aspects of its operation.
	
	

	5.1.2
	The site shall undertake an assessment to identify adverse human rights risks in its operation or the potential for them to occur.
	
	

	5.1.3
	
	The site shall monitor the effectiveness of its human rights policy (required in clause 1.1.1) through the regular review of its human rights risk assessment.
	
	

	5.1.4
	
	Where the site identifies adverse human rights risks, or the potential for them to occur, it shall take action to manage, minimise or compensate them and document the measures taken.
	
	

	5.1.5
	
	The site shall communicate to its key stakeholders the actions taken to manage, minimise or eliminate human rights risks to show it has taken responsibility to resolve them.
	
	

	5.1.6
	
	The site shall communicate its ethical trade and responsible sourcing policies (required in clause 1.1.1) to its direct suppliers and work with them to identify, manage, mitigate and eliminate risks in their own operations.
	
	


	5.2 Forced and bonded labour

	


	The site shall ensure that without exception, workers shall have the right to work without subjugation, without any form of financial or other penalty and shall be free to terminate their employment without penalty.


	Clause
	Requirements
	Conforms
	Comments

	5.2.2
	The site shall establish effective recruitment procedures that ensure workers’ rights in this regard are respected and upheld.
	
	


	5.3 Human trafficking

	


	The site shall ensure that there are adequate procedures to effectively identify, quantify and, where necessary, address the risk of human trafficking during the recruitment process, particularly where this involves the displacement of people from their normal place or country of residence, in line with relevant legislation.


	Clause
	Requirements
	Conforms
	Comments

	5.3.1
	The site shall not tolerate human trafficking. However, if cases are identified then the site shall have a procedure to ensure the safeguarding of the individual(s) involved and it shall be reported to the relevant country/national authorities in line with relevant legislation.
	
	


	5.4 Land use rights

	

	The site shall demonstrate that it has the legal permissions and licences to operate.


	Clause
	Requirements
	Conforms
	Comments

	5.4.1
	The site shall demonstrate that it is legally entitled to occupy the land and is in possession of the necessary permits, deeds and other statutory documentation associated with operating a business.
	
	



6   Corporate governance
	6.1 Business ethics and integrity

	

	The site shall ensure that all workers acting on its behalf conduct their activities with honesty, transparency and professionalism, in compliance with legal requirements.


	Clause
	Requirements
	Conforms
	Comments

	6.1.1
	
	The site shall demonstrate that it understands local and national legislation and best practice relating to the prevention of bribery, corruption and fraud.
	
	

	6.1.2
	
	The site shall formally appoint a senior management representative who is responsible for overseeing the implementation of the anti-bribery, anti-corruption and fraud prevention policy (required in clause 1.1.1) across all aspects of its operation.
	
	

	6.1.3
	The site shall conduct a risk assessment of its operations to identify areas where it may be vulnerable to incidents of bribery, corruption and fraudulent business practice.
	
	

	6.1.4
	The site shall put in place anti-bribery, anti-corruption and fraud prevention procedures to prevent and minimise incidents of bribery, corruption and fraudulent business practices across its operations.
	
	

	6.1.6
	
	The site shall report any incidents of bribery, corruption or fraud in its operations to the relevant authorities, cooperating with them to act against individuals or organisations committing the offence
	
	

	6.1.7
	
	The site shall document any incidents of bribery, corruption or fraud in its operations, recording details of the action taken to remediate any damage caused by the incident.
	
	

	6.1.9
	
	The site shall regularly review the anti-bribery, anti-corruption and fraud prevention procedures and make documented changes where required.
	
	


	6.2 Information security

	

	The site shall be committed to protecting the confidentiality and integrity of all business-related data in compliance with legal requirements.


	Clause
	Requirements
	Conforms
	Comments

	6.2.1
	
	The site shall demonstrate that it understands applicable legislation relating to information security and data protection.
	
	

	6.2.2
	
	The site shall formally appoint a senior management representative who is responsible for overseeing the implementation of the information security policy (required in clause 1.1.1) across all aspects of its operation.
	
	

	6.2.3
	The site shall conduct a risk assessment of its operations to identify areas where it may be vulnerable to data breaches or digital crime.
	
	

	6.2.4
	The site shall have information management procedures to ensure that all information relating to its operations is secure and that it has taken steps to minimise data breaches or digital crime.
	
	

	6.2.6
	
	The site shall report any data breaches or digital crime to the relevant authorities, cooperating with them to act against individuals or organisations committing the offence.
	
	

	6.2.7
	
	The site shall document any data breaches or digital crime, recording details of the action taken to remediate any damage caused by the incident.
	
	

	6.2.8
	
	The site shall ensure that all new contracts with its suppliers, labour recruiters, employment agencies, other intermediaries and subcontractors include requirements relating to information security.
	
	

	6.2.9
	
	The site shall regularly review its information security procedures and make documented changes where required.
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